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IT'S NOT A GAME

The FBI has seen a huge increase in the number of cases involving children and teens being
threatened and coerced by adults into sending explicit images online—a crime called sextortion.

There are several resources available to help caregivers and young people better understand what
sextortion is, how to protect against it, and how to talk about this growing threat.

THE INTERNET
CONNECTS YOUR
KIDS TO THE WORLD

...D0 YOU KNOW
WHO IN THE WORLD
IS CONNECTING TO THEM ?
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Setting Up Your Child’s Device

Limit the amount of screen time (this prevents overuse of the device, limits usage to certain times, and
prevents late-night access when the parents are most likely asleep and unable to monitor).

Request weekly usage reports.

Set up age parameters so your child can only download age-appropriate apps (most apps are rated for
age usage, similar to movie ratings).

Limit what internet content can be accessed to ensure adult websites are not viewable on the device.
Turn off the device’s location services.

Set a PIN (all of these settings are usually controlled by a PIN set by a parent, so the child has no ablllty
to alter the settings).

Note: In many peer-to-peer games and other applications, there may be an embedded chat feature that al-
lows the user to communicate by voice and/or text with other players. This feature can usually be turned off
by the parent under the settings of individual apps, and a PIN can usually be created within an app to pre-
vent the child from changing individual app settings.

If you believe your child may be a victim, or if you know someone who is,
please reach out to the FBI at 1-800-CALL-FBI or report it online at tips.fbi.gov.

-

Learn more at: fbi.gov/itsnotagame.
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TIPS FOR PARENTS:

GOING OUT CHECKLIST

Heading out for some family fun at an amusement park, movie theater, mall or any other public place?
Use this checklist to make your outing safer.

O

REVIEW THE
KIDSMARTZ RULES

Make sure your children
understand the basic rules
of safety - check first before
going anywhere; take a friend
everywhere you go; tell people
“NQ” if they try to touch or hurt
you; and tell a trusted adult
if anyone makes you feel sad,

O

CHARGE YOUR
CELLPHONE

Check that your cellphoneis
charged and your children
have the number memorized.
Consider giving older children
a cellphone of their own so you
can reach them more easily.

O

PLAN FOR
EMERGENCIES
Look at a map of the facilities
and locate information booths
or customer service centers.
Carry recent pictures of your
children in case they get lost.
You can even take a picture of
them on your cellphone just
before leaving.

scared or confused.

O

PAY ATTENTION
TO CLOTHING

Remember what your children
are wearing so you can
describe their clothing to staff
members in case they are lost.
Tip: If your children are wearing
bright colors, they will be easier
to spotin crowds.

O

PLAN FOR
BATHROOM BREAKS

You should always go with
younger children to the
restroom. Make sure older
children take a friend; it’s safer
than going alone.

O

CHOOSE A
MEETING SPOT

O

IDENTIFY ADULTS
WHO CAN HELP

Teach younger children to
look for people like security
officers, store employees or

park staff members who
can help them look for you
in case you are separated.

Instruct older children to go
directly to a designated spot,
like a store or an information

booth, to meet you. They
should never leave or go
to the parking lot to try and
find you.
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TIPS FOR PARENTS:

SAFETY SCENARIOS R
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Safety is about more than memorizing rules. It’s also about knowing how to act when it matters.
Use these tips and practice scenarios to help your child learn what to do in risky situations.

TELL YOUR CHILD: HOW TO PRACTICE:

It’s OK to be rude if Ask children to pretend they are at the playground. An
someone is making you adult approaches and asks for help. What should they
uncomfortable. Say “no,” do? (Say “no,” and walk away. Adults shouldn’t ask
walk away and tell a children for help; they should ask other adults.)

trusted adult.

TELL YOUR CHILD: HOW TO PRACTICE:

Always go places with a friend and stay Ask children to pretend they are walking home with
with the group. If a friend walks away friends. One friend wants to leave the group. What
from the group, tell a trusted adult should they do? (Remind the friend that it is safer to
right away. stay together.) If the friend still leaves, ask children

what they should do. (Tell a trusted adult right away.)

TELL YOUR CHILD: HOW TO PRACTICE:

You should never approach or getinto a Using a parked car as a prop, have children pretend
vehicle without my permission. If someone someone is driving along beside them. Have

is following you in a vehicle, turn and them practice refusing the ride and

run in the other direction. Tell me running in the opposite direction.
or another trusted adult what -

happened right away. o o

TELL YOUR CHILD: HOW TO PRACTICE:

When you are home alone, do not Ask children to pretend they are home alone when
open the door for anyone. someone comes to the door with a delivery. Ask

children what they would do. (Not answer the door;
call you if the person does not go away.)

A program of the Sponsored by

[
R e ~D
i AN KidSmartz.org A 10
MISSING 8: e
EXPLOITED , . ‘ e eioren N Honeywell
CHILDREN COPYRIGHT © 2014 NATIONAL CENTER FOR MISSING & EXPLOITED CHILDREN. ALL RIGHTS RESERVED. Honcetomie Y Solutions



0000000000 CQR00000000000000000000000000000000000060000000COCO0CC

°

N3I¥ATIHD
aaLIOTdXI
3 DNISSIN

Wi | ZWPUGIN

8y} jo woibaud v

ponIasal SJYSU iy "uaIppyD

90 |BUONHEN 6T02-C10T @ dog

$90IN0S9Y /z}iewWSIaN /310°SpIYSuUISSIAl MISIA $021n0s31 SI0W 104

0000000000000 0000000000000000000000000008000000000000006800000000006000000GCOCGOIOOOGBODODSE

auljuo uiyihue si1sod pliyd JINOA usym ‘sdde pue S8)ISgam PaInNddsun Sassadoe fjo1es SAUAUAVIBIS
Buig3e1-uoneso| sjgesip 031 Juem ||,NoA Ing PIIY0 INOA 41 syoene A114ndas 0} 8|geIaulNA osN pliyo 1N0A djay UED Nok 18y 0s spiengaes
‘sdew Buisn usym [nyasn aie saines) Sdo Sl suoydyews e 4sindwiod e eyl isnf M3) e JusWa|dWl U SYSI 8U3 puBISIapUN
‘S80IAI9S uoneoo| puejsispun g FJHVMIVIA 8 SASNUIA = 01 SWI] SWOS 8ye] "P[IYd INOA 0} JOAO SUO
Fulpuey usym palIom a1l e aq siw NoA os
JU81U09 418y} anoidde pue 'sojoyd Buljeanal piemioy Jo ‘s191ndWoo o] A[ENnUSSSS aie sauoydiIeWS

saljIgeded J1Ivy} pueSIapun NOA ains aye ‘an19084 ‘puas 0} sdde |ejoos pue
‘papeojumop aie Aay} alojaq sdde arouddy ' 19UJa1U| 8Y) asn AeW PJIyd JNOA m\>~n_ <Ow W_ O |_|~n_ < _\/_ m

ONILX3S =
‘soxl} A14N09S
1uenodwl Uleluod udljo SUOISISA MAN *S09PIA 1US|0IA J0 Aydeigoulod se yons
‘waysAs sunesado ayj ayepdn ‘e ‘a1elidoiddeur Jopisuod Aew NOA JUSLU0D 0} SS900.

3|Igow sey p|Iyd oA ‘ssuoyduews yum

ercmsmew | ALIIAVYS

"B1ep 9ANISUSS yum sdde se [jam se suoyd
ay1 01 Ss909. 1099104d 01 8S8Y] 3|gRUT "S)00|

piomssed pue uoniugooal |eloey) ‘sueds 'sojoyd pspeojdn pue sysod

judia8uly Buipnjoul swisiueyosw ANoas auljuo y3noJayl UoEIo| S,P[IYD INOA

10 Alolen e apnjoul Aepoy sauoydliews |eanal ued suoyduews pajgeusa-Sdo v
*A)inoas pews dn 39§ ¢ NOILVJ01039 =

'Swia|qoid Aue yym noA 01 swoo *s1ay1o Ajjng4agAo 01 seniunyioddo

[IIM PIIYo Jnok os uado aq 1nq ‘Ioineyaq alow aney Jo ulA|nglagAo 01 a|qndsaosns

a)elidosddeur Jos S8oUBNbasU0d pue sywi| alow aq Aew p|Iyo JnoA ‘ssuoyduews

awn 8uipnjoul ‘sauleping Jealo ysiiqeis3 10 AJIAI0O9UUOD JUBISUOD 3Yl YUM
*99In0sal e pue judied eag T HNIATINGHIFAD =

9000000000 0000000000000C000000000000C00000002000000000600000000000000000000000C0CEGES

iINOHdLYVIAIS 3HL NVHL SYSIY 3HL
J3LUVINS 38 01 SAVMS



